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he use of social networking applications to exchange

personal and professional information has become

commonplace today. While many believe that societal
acceptance lies primarily with high school- and college-age
groups, in reality, all ages have embraced this technology
as a way to interact with others on a regular basis. Social
networking applications, or “social media,” provide imme-
diate transmissions of text, documents, or data that result
in an element of convenience that traditional communica-
tions do not provide. However, the attractiveness of this
convenience comes with a significant price. Familiarity and

acceptance result in the failure to recognize that social media
is not a secure method of communication. As we move away

from the traditional ways of sharing information, the social
media user’s recognition of what is and what is not accept-
able for publication may become blurred. This failure to
recognize that certain information is confidential, private,
or otherwise restricted from publication may result in its
improper dissemination. This issue is especially important
when attempting to comply with the Health Insurance
Portability and Accountability Act (HIPAA), the Health
Information Technology for Economic and Clinical Health
(HITECH) Act, and other federal and state laws, rules, and
regulations that govern confidentiality, privacy, and security.

Social Media

The term “social media” encompasses an array of sites and
services, each with a different niche purpose. The term is
defined as “forms of electronic communication (as Websites
for social networking and microblogging) through which
users create online communities to share information, ideas,
personal messages, and other content (as videos).”! Gener-
ally, there are six types of recognized social media: social
networks, bookmarking sites, social news, media sharing,
microblogging, and blog comments and forums.? Common
social media portals include Facebook, Twitter, Instagram,
LinkedIn, Tumblr, and YouTube.? Through these sites, the
user may comment on different matters, post audio and
video content, share information from other users, and
otherwise communicate with an array of individuals and
entities that wish to receive such information.

How Health Care Providers Commonly Use Social Media

With the growth of social media as an acceptable method
of communication, health care providers have witnessed an
increasing use of social media in the following areas:*

e Allowing for conversation and interaction between
providers and patients in an individual or group format;

® Marketing of health care services, offering general health
information and data creation to determine performance
levels;

® Determining website-driven metrics related to the afore-
mentioned marketing efforts;

® Engaging “c-patients,” defined as patients who are signifi-
cantly engaged in electronic technology in everyday life;

® Promoting wellness initiatives, such as health information
and dietary and exercise content;

e Professional collaboration to allow for communication
between health care providers;

e Consumer, patient, and professional education, such as
social media platforms, applications, and mechanisms,
that allow for ease in communication with individuals and
entities;

¢ Clinical trial recruitment by health care providers and
research organizations; and

e Workforce recruitment through professional networking
platforms such as LinkedIn.

In each of these areas, there may be possible exposure of
Protected Health Information® (PHI) regarding a patient or
the patient’s health care.

Concerns for Health Care Providers Related to Social Media

Health care providers and those who store, process, use, or
otherwise maintain PHI have specific responsibilities when
dealing with PHI due to the providers’ position and rela-
tionship with patients and patients’ records.® As previously
mentioned, social media has become so commonplace that
health care providers must be cognizant of what is posted,
and where and how the information was obtained. Social
media postings commonly occur on networks or other types
of electronic communities, resulting in mass disclosure and
significant damages due to the number of individuals who
have access to the post. Medical boards are becoming more
diligent in investigating information and images that health
care providers have posted on social media that may be
considered unprofessional conduct.” These include inap-
propriate actions such as posting patients’ photos without
permission, providing false or misleading information on
clinical trials, posting inaccurate information regarding a
health care provider’s qualifications, or using social media to
contact patients through inappropriate means.?
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In numerous recent instances, providers and employees of
providers have utilized personal social media portals to
post inappropriate information or images that may result in
liability. These instances include the following:

® A paramedic who treated a sexual assault victim posted
information about the assault on his MySpace page. While
the paramedic did not disclose the victim’s identity, suffi-
cient information was disclosed to allow for the patient’s
identification;’

® An Emergency Department (ED) physician in Rhode
Island was fired, hospital privileges revoked, and repri-
manded by the Rhode Island Board of Licensure and
Discipline for posting personal information about a
patient on the physician’s Facebook page. The physician
did not disclose the patient’s identity, but sufficient infor-
mation could be obtained from the posting to identify the
patient through the nature of the patient’s injury;!®

® A hospital employee working as an ED technician recently
was discovered to allegedly have posted comments on her
Twitter account regarding patients and their PHI, such as
specifics regarding their medical care and X-rays; and"

e The nurses of a Fargo, ND-based health care facility
provided each other shift-change information via the
nurses’ personal Facebook accounts so they could prepare
for their upcoming shift. While they did not use specific
patient names, sufficient information was provided that
allowed for discovery of the patient’s identity.'?

In addition to the risks of disclosing PHI, general commen-
tary on blogs or personal social media sites regarding a
patient or a facility may not necessarily be illegal, but may
cast a negative light on providers. A St. Louis OB-GYN
posted her frustration with a patient on her personal Face-
book account without identifying the patient’s name or suffi-
cient facts to identify the patient. Other providers responded
how they would have dealt with the patient in less-than-flat-
tering terms. These comments were then redistributed across
social media and caused a wave of negative press.!?

How a Health Care Provider Can Address Social Media Concerns

A health care provider must be proactive in addressing the
concerns created by social media use. While creating a social
media policy is a good first step, it is just that—a first step.
The policy must provide the framework for social media
use. Education and training on the social media policy and
on the laws, rules, and regulations related to the use of such
mediums and information must be established. The health
care provider also must establish risk-mitigation strategies
that require constant review, testing, and corrective actions
related to social media. As previously noted, health care
providers may be subject to board action, in addition to
liability related to HIPAA and associated concerns, due to
social media usage that may be considered unprofessional

conduct. To assist providers with this issue, the Federation
of State Medical Boards has published guidance on policy
guidelines and appropriate social media use.'* In addition,
the Healthcare Information and Management Systems
Society has published privacy and security considerations
including sample policies as well as privacy and security
considerations for health care providers.’

The social media policy itself must address dual aspects

of disclosure where a health care provider may encounter
social media issues. First, the health care provider may utilize
approved content through an official social media portal
recognizing the restrictions imposed by law on such disclo-
sures. A social media policy must set forth the individuals
who have the authority to approve the content and where
the content is posted. An example may be posting informa-
tion or responding to a patient question on a social media
portal. It is imperative that the information disclosed not
reveal any information that is to be maintained in a private
and secure setting. Second, the health care provider may have
to address the unauthorized posting of PHI at the workplace
or outside of the workplace on the employee’s personal time.
In those instances, the individual, while arguably a represen-
tative of the health care provider, generally does not have the
authority to post the information. The social media policy
should prohibit unauthorized individuals from posting any
information regarding health care providers no matter if
through the provider’s social media portal or the individual’s
portal. The reasoning behind this restriction is that those
comments are based on information obtained in the indi-
vidual’s capacity as an employee. An employee commenting
on a post, even if created by the patient, may still result in an
inappropriate disclosure that leads to liability.

Employee education and training on social media policies is
imperative to safeguard against improper disclosures. Many
providers believe that HIPAA training is sufficient to provide
the appropriate baseline guidance, but this training falls
short of what is needed to address all social media concerns.
While HIPAA training focuses on security and privacy stan-
dards, social media training also should address issues such
as confidentiality, restrictions on what is said and the method
the message is conveyed, and the particular standards related
to social media sites. A health care provider also should
ensure that information presented is not considered to create
a physician-patient relationship or be construed as providing
medical advice in an inappropriate format.

Finally, risk mitigation should be considered manda-
tory when utilizing social media. “Risk mitigation” may
be described “as the systematic reduction in the extent of
exposure to a risk and/or the likelihood of its occurrence.
Risk mitigation is not only creating a social media policy and
providing appropriate training. It also is a series of checks
and balances to ensure that inappropriate material has not
been made available to the public by efforts of the health
care provider as well as ensuring that third parties have not
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been able to improperly access such information. Risk miti-
gation provides for additional compliance initiatives to not
only ensure that improper disclosures have been minimized
but also that other legal and regulatory issues have been
addressed. These additional risks include HIPAA, HITECH
Act, intellectual property, copyright and trademark infringe-
ment, and the inappropriate use of a person’s likeness. Risk
mitigation techniques include the following:"”

® Performing a risk assessment on social media uses to
determine prevalent risks. Such risk assessment should
include input from health care providers’ employees and
contractors as well as third-party vendors that may have
access or otherwise participate in social media activities;

¢ Developing an all-encompassing risk-based social media
strategy in conjunction with social media policy develop-
ment. The policy and strategy should work together in
establishing goals and objectives for the provider’s utiliza-
tion of social media; and

* Defining what type of online reputation and brand the
health care provider wishes to convey and then developing
a strategy to monitor it. This allows for simultaneous
review of social media content to ensure that inap-
propriate uses of social media have not occurred while
ensuring that the message conveyed is consistent with the
provider’s desired reputation and branding.

The health care provider must be prepared and execute on
any issues that arise through the risk-assessment process.

By not doing so, the provider not only opens itself up to
liability but also sends the message to stakeholders in the
risk-assessment process, such as employees and patients, that
it does not intend to follow its social media policy or ensure
low risk in utilizing social media. Failure to follow standard
operating procedures is the equivalent of not having any
procedures at all.

Conclusion

Social media has become entrenched in society and is
universally accepted as part of everyday life. However, such
customary use may cause a user to oftentimes forget what
laws, rules, and regulations may apply to a particular area of
communication. Health care communications involving PHI
is an area that creates traps that may result in substantial
penalties. The creation of a social media policy is only the
first step in the process of ensuring compliance. Employee
training and risk assessment with appropriate standard
operating procedures for compliance are mandatory in
addressing social media usage. In numerous cases, not only
have rogue employees posted something inappropriate but
health care providers themselves have violated confidenti-
ality, privacy, security, and other legal requirements faced by
all industries, not just those in health care. The continued
diligence in monitoring and responding to social media usage
should be on the same level as other areas of compliance.
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